


    

    









skip to main content    
        




        
        









    
    
        
        



        
        









    
    
        
        



        
        









    
    
        
        



        
        

        

    











    
    
        
        



        
        

        

    












    
    
        
        



        
        	



        
        Advanced Search

	



        
        Browse

	



        
        About

	



        
        




    








    
    
        





    












    	
            
                Sign in
            
        
	
            
                
                
                    
                        Register
                    
                
            
        







    






        

    




        

    











    
    
        
        



        
        
	

	Advanced Search
	Journals
	Magazines
	Proceedings
	Books
	SIGs
	Conferences
	People
	

	More

	







        
        Search ACM Digital Library

SearchSearch






        
        Advanced Search








        

    





        
        10.1145/3195970.3196005acmconferencesArticle/Chapter ViewAbstractPublication PagesdacConference Proceedingsconference-collectionsdac
	Conference
	Proceedings
	Upcoming Events
	Authors
	Affiliations
	Award Winners
	More


























    
    
        
        



        
        



        
        



        
        	Home
	Conferences
	DAC
	Proceedings
	DAC '18
	CamPUF: physically unclonable function based on CMOS image sensor fixed pattern noise






        

    




        
    













    
    
        
        



        
        









    
    
        
        



        
        
research-article Public Access




        
        
Share on	
	
	
	
	





CamPUF: physically unclonable function based on CMOS image sensor fixed pattern noise

  	Authors: 
	 Younghyun Kim
 University of Wisconsin
 
  University of Wisconsin
View Profile
 
,
	 Yongwoo Lee
 University of Wisconsin
 
  University of Wisconsin
View Profile
 
 

Authors Info & Claims 
 
 DAC '18: Proceedings of the 55th Annual Design Automation ConferenceJune 2018Article No.: 66Pages   1–6https://doi.org/10.1145/3195970.3196005

Published:24 June 2018Publication History




        
        
	3citation
	646
	Downloads

Metrics
Total Citations3
Total Downloads646
Last 12 Months102
Last 6 weeks14



	Get Citation AlertsNew Citation Alert added!

This alert has been successfully added and will be sent to:
You will be notified whenever a record that you have chosen has been cited.

To manage your alert preferences, click on the button below.
Manage my Alerts

New Citation Alert!

Please log in to your account






	
	
	Publisher Site

	
	eReader
	PDF









DAC '18: Proceedings of the 55th Annual Design Automation Conference
CamPUF: physically unclonable function based on CMOS image sensor fixed pattern noisePages   1–6





        
        PreviousChapterNextChapter














ABSTRACT


		Physically unclonable functions (PUFs) have proved to be an effective measure for secure device authentication and key generation. We propose a novel PUF design, named CamPUF, based on commercial off-the-shelf CMOS image sensors, which are ubiquitously available in almost all mobile devices. The inherent process mismatch between pixel sensors and readout circuits in an image sensor manifests as unique fixed pattern noise (FPN) in the image. We exploit FPN caused by dark signal non-uniformity (DSNU) as the basis for implementing the PUF. DSNU can be extracted only from dark images that are not shared with others, and only the legitimate user can obtain it with full control of the image sensor. Compared to other FPN components that can be extracted from shared images, DSNU facilitates more secure and usable device authentication. We present an efficient and reliable key generation procedure for use in wireless low-power devices. We implement CamPUF on Google Nexus 5X and Nexus 5 and evaluate the uniqueness and robustness of the keys, as well as its security against counterfeiting. We demonstrate that it discriminates legitimate and illegitimate authentication attempts without confusion.
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