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Skip Abstract SectionAbstract

We review the field of result-checking, discussing simple checkers and self-correctors. We argue that such checkers could profitably be incorporated in software as an aid to efficient debugging and enhanced reliability. We consider how to modify traditional checking methodologies to make them more appropriate for use in real-time, real-number computer systems. In particular, we suggest that checkers should be allowed to use stored randomness: that is, that they should be allowed to generate, preprocess, and store random bits prior to run-time, and then to use this information repeatedly in a series of run-time checks. In a case study of checking a general real-number linear transformation (e.g., a Fourier Transform), we present a simple checker which uses stored randomness, and a  self-corrector which is particularly efficient if stored randomness is employed.
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         The approach to runtime result-checking presented in this paper is based on three main ideas. The first is the asymmetry of many functions with respect to their inverse from the computational complexity point of view. This asymmetry is widely used, for example, in public-key encryption systems, and can be exploited to check the result of a computation. The second idea is to use random values to generate multiple versions of the same result. These multiple values can then be compared, in order to select the majority answer. Repetition of this process can lead to an arbitrarily small probability of error. The third idea is to use stored randomness to reduce computing time.  
 The authors begin with an overview of result-checking and its applications, proceed with a nontrivial case study on checking real-number linear transformations, and finish by stating conclusions. The key ideas are well presented and fully detailed, and the examples are realistic.  
 The authors consider several problems of checker-based debugging, such as performance loss, real number issues, and testing checkers. I would add that the area of direct application of checkers seems to be limited to well-defined functions and that the formal machinery for justifying and implementing the checkers is complex. The complexity level is comparable to that used in formal verification, although the methodology itself is different. But who has said that things must be simple__?__ The paper presents an inventive combination of ideas and may provide useful hints for many researchers and engineers in the fields of software, hardware, or reliability. 
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