


    

    









skip to main content    
        




        
        









    
    
        
        



        
        









    
    
        
        



        
        









    
    
        
        



        
        [image: ACM Digital Library home]

        

    











    
    
        
        



        
        [image: ACM corporate logo]

        

    












    
    
        
        



        
        	



        
        Advanced Search

	



        
        Browse

	



        
        About

	



        
        




    








    
    
        





    












    	
            
                Sign in
            
        
	
            
                
                
                    
                        Register
                    
                
            
        







    






        

    




        

    











    
    
        
        



        
        
	

	Advanced Search
	Journals
	Magazines
	Proceedings
	Books
	SIGs
	Conferences
	People
	

	More

	







        
        Search ACM Digital Library

SearchSearch






        
        Advanced Search








        

    





        
        10.1145/2487726.2487731acmconferencesArticle/Chapter ViewAbstractPublication PageshaspConference Proceedingsconference-collectionshasp
	Conference
	Proceedings
	Upcoming Events
	Authors
	Affiliations
	Award Winners
	More


























    
    
        
        



        
        



        
        



        
        	Home
	Conferences
	HASP
	Proceedings
	HASP '13
	Secure memories resistant to both random errors and fault injection attacks using nonlinear error correction codes






        

    




        
    













    
    
        
        



        
        









    
    
        
        



        
        
research-article 



        
        
Share on	
	
	
	
	





Secure memories resistant to both random errors and fault injection attacks using nonlinear error correction codes

  	Authors: 
	 [image: Author Picture]Shizun Ge
 Boston University, Boston, MA
 
  Boston University, Boston, MA
View Profile
 
,
	 [image: Author Picture]Zhen Wang
 Mediatek, Woburn, MA
 
  Mediatek, Woburn, MA
View Profile
 
,
	 [image: Author Picture]Pei Luo
 Boston University, Boston, MA
 
  Boston University, Boston, MA
View Profile
 
,
	 [image: Author Picture]Mark Karpovsky
 Boston University, Boston, MA
 
  Boston University, Boston, MA
View Profile
 
 

Authors Info & Claims 
 
 HASP '13: Proceedings of the 2nd International Workshop on Hardware and Architectural Support for Security and PrivacyJune 2013Article No.: 5Pages   1–8https://doi.org/10.1145/2487726.2487731

Published:23 June 2013Publication History[image: Check for updates on crossmark]




        
        
	8citation
	115
	Downloads

Metrics
Total Citations8
Total Downloads115
Last 12 Months5
Last 6 weeks0



	Get Citation Alerts[bookmark: id-hatemile-navigation-6073290063892647-7]New Citation Alert added!

This alert has been successfully added and will be sent to:
You will be notified whenever a record that you have chosen has been cited.

To manage your alert preferences, click on the button below.
Manage my Alerts

[bookmark: id-hatemile-navigation-6073290063892647-9]New Citation Alert!

Please log in to your account






	
	
	Publisher Site

	
	Get Access









HASP '13: Proceedings of the 2nd International Workshop on Hardware and Architectural Support for Security and Privacy
Secure memories resistant to both random errors and fault injection attacks using nonlinear error correction codesPages   1–8





        
        PreviousChapterNextChapter




[image: ACM Digital Library]









ABSTRACT


		Memories used in cryptographic devices are vulnerable to fault injection attacks. To mitigate the danger of these attacks, error control codes are often used in memories to detect maliciously injected faults. Most of codes proposed for memories in cryptographic devices are error detecting codes with small Hamming distances that cannot be used for error correction. While being able to provide sufficient protection against fault injection attacks, these codes cannot provide a satisfactory reliability under the presence of random errors. In this paper we present reliable and secure memory architectures based on two nonlinear error correcting codes. The presented coding technique can be used for detection of fault injection attacks as well as for correction of random errors. The construction and the error correction procedures for the code will be described. The error handling methodology used to distinguish between random errors and maliciously injected faults will be discussed.
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