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Viewpoint

What Should We Teach New
Software Developers? Why?

Fundamental changes to computer science education
are required to better address the needs of industry.

OMPUTER SCIENCE MUST be

at the center of software

systems development. If it

is not, we must rely on indi-

vidual experience and rules
of thumb, ending up with less capa-
ble, less reliable systems, developed
and maintained at unnecessarily high
cost. We need changes in education to
allow for improvements of industrial
practice.

The Problem

In many places, there is a disconnect
between computer science education
and what industry needs. Consider the
following exchange:

Famous CS professor (proudly): “We
don’t teach programming; we teach com-
puter science.”

Industrial manager: “They can’t pro-
gram their way out of a paper bag.”

In many cases, they are both right,
and notjustatasuperficial level. Itis not
the job of academia just to teach run-of-
the-mill programmers and the needs of
industry are not just for “well-rounded
high-level thinkers” and “scientists.”

Another CS professor: “I never code.”

Another industrial manager: “We
don’t hire CS graduates; it’s easier to
teach a physicist to program than to
teach a CS graduate physics.”

Both have a point, but in an ideal
world, both would be fundamentally
misguided. The professor is wrong
in that you can’t teach what you don’t
practice (and in many cases, never have
practiced) and therefore don’t under-
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stand, whereas the industrial manager
is right only when the requirements for
software quality are set so absurdly low
that physicists (and others untrained
in CS) can cope. Obviously, I'm not re-
ferring to physicists who have devoted
significant effort to also master com-
puter science—such combinations of
skills are among my ideals.

CS professor (about a student): “He
accepted ajob in industry.”

Another CS professor:
showed so much promise.”

This disconnect is at the root of
many problems and complicates at-
tempts to remedy them.

Industry wants computer science
graduates to build software (at least
initially in their careers). That software
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is often part of a long-lived code base
and used for embedded or distributed
systems with high reliability require-
ments. However, many graduates have
essentially no education or training in
software development outside their
hobbyist activities. In particular, most
see programming as a minimal effort
to complete homework and rarely take
abroader view that includes systematic
testing, maintenance, documentation,
and the use of their code by others. Also,
many students fail to connect what they
learn in one class to what they learn in
another. Thus, we often see students
with high grades in algorithms, data
structures, and software engineering
who nevertheless hack solutions in an
operating systems class with total dis-
regard for data structures, algorithms,
and the structure of the software. The
result is a poorly performing unmain-
tainable mess.

For many, “programming” has
become a strange combination of
unprincipled hacking and invoking
other people’s libraries (with only the
vaguest idea of what’s going on). The
notions of “maintenance” and “code
quality” are typically forgotten or poor-
ly understood. In industry, complaints
about the difficulty of finding gradu-
ates who understand “systems” and
“can architect software” are common
and reflect reality.

But My Computer Hasn’t
Crashed Lately
Complaining about software is a pop-



ular pastime, but much software has
become better over the last decade,
exactly as it improved in previous de-
cades. Unfortunately, the improve-
ments have come at tremendous cost
in terms of human effort and com-
puter resources. Basically, we have
learned how to build reasonably reli-
able systems out of unreliable parts
by adding endless layers of runtime
checks and massive testing. The struc-
ture of the code itself has sometimes
changed, but not always for the better.
Often, the many layers of software and
the intricate dependencies common
in designs prevent an individual—
however competent—from fully un-
derstanding a system. This bodes ill
for the future: we do not understand
and cannot even measure critical as-
pects of our systems.

There are of course system build-
ers who have resisted the pressures to
build bloated, ill-understood systems.
We can thank them when our comput-
erized planes don’t crash, our phones
work, and our mail arrives on time.
They deserve praise for their efforts to
make software development a mature
and trustworthy set of principles, tools,
and techniques. Unfortunately, they
are a minority and bloatware domi-
nates most people’s impression and
thinking.

Similarly, there are educators who
have fought the separation of theory
and industrial practice. They too de-
serve praise and active support. In fact,
every educational institution I know
of has programs aimed at providing
practical experience and some profes-
sors have devoted their lives to mak-
ing successes of particular programs.
However, looking at the larger picture,
I'm unimpressed—a couple of projects
or internships are a good start, but not
a substitute for a comprehensive ap-
proach to a balanced curriculum. Pre-
ferring the labels “software engineer-
ing” or “IT” over “CS” may indicate
differences in perspective, but prob-
lems have a nasty way of reemerging in
slightly different guises after a move to
anew setting.

My characterizations of “industry”
and “academia” border on caricature,
but I'm confident that anyone with a
bit of experience will recognize parts of
reality reflected in them. My perspec-
tive is that of an industrial researcher
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Many organizations
that rely critically

on computing

have become
dangerously low

on technical skills.

and manager (24 years at AT&T Bell
Labs, seven of those as department
head) who has now spent six years in
academia (in a CS department of an
engineering school). I travel a lot, hav-
ing serious discussions with technical
and managerial people from several
dozen (mostly U.S.) companies every
year. I see the mismatch between what
universities produce and what industry
needs as a threat to both the viability of
CS and to the computing industry.

The Academia/Industry Gap

Sowhat canwe do? Industrywould pre-
fer to hire “developers” fully trained in
the latest tools and techniques where-
as academia’s greatest ambition is to
produce more and better professors.
To make progress, these ideals must
become better aligned. Graduates go-
ing to industry must have a good grasp
of software development and indus-
try must develop much better mecha-
nisms for absorbing new ideas, tools,
and techniques. Inserting a good
developer into a culture designed to
prevent semi-skilled programmers
from doing harm is pointless because
the new developer will be constrained
from doing anything significantly new
and better.

Let me point to the issue of scale.
Many industrial systems consist of mil-
lions of lines of code, whereas a stu-
dent can graduate with honors from
top CS programs without ever writing
a program larger than 1,000 lines. All
major industrial projects involve sever-
al people whereas many CS programs
value individual work to the point of
discouraging teamwork. Realizing this,
many organizations focus on simplify-
ing tools, techniques, languages, and
operating procedures to minimize the
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reliance on developer skills. This is
wasteful of human talent and effort be-
cause it reduces everybody to the low-
est common denominator.

Industry wants to rely on tried-and-
true tools and techniques, but is also
addicted to dreams of “silver bullets,”
“transformative breakthroughs,” “kill-
er apps,” and so forth. They want to be
able to operate with minimally skilled
and interchangeable developers guid-
ed by a few “visionaries” too grand to
be bothered by details of code quality.
This leads to immense conservatism
in the choice of basic tools (such as
programming languages and operat-
ing systems) and a desire for mon-
ocultures (to minimize training and
deployment costs). In turn, this leads
to the development of huge proprietary
and mutually incompatible infrastruc-
tures: Something beyond the basic
tools is needed to enable developers
to produce applications and platform
purveyors want something to lock in
developers despite the commonality
of basic tools. Reward systems favor
both grandiose corporate schemes and
short-term results. The resulting costs
are staggering, as are the failure rates
for new projects.

Faced with that industrial reality—
and other similar deterrents—aca-
demia turns in on itself, doing what it
does best: carefully studying phenome-
na that can be dealt with in isolation by
a small group of like-minded people,
building solid theoretical foundations,
and crafting perfect designs and tech-
niques for idealized problems. Propri-
etary tools for dealing with huge code
bases written in archaic styles don’t fit
this model. Like industry, academia
develops reward structures to match.
This all fits perfectly with a steady im-
provement of smokestack courses in
well-delineated academic subjects.
Thus, academic successes fit industrial
needs like a square peg in a round hole
and industry has to carry training costs
as well as development costs for spe-
cialized infrastructures.

Someone always suggests “if in-
dustry just paid developers a decent
salary, there would be no problem.”
That might help, but paying more for
the same kind of work is not going to
help much; for a viable alternative, in-
dustry needs better developers. The
idea of software development as an
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assembly line manned by semi-skilled
interchangeable workers is fundamen-
tally flawed and wasteful. It pushes the
most competent people out of the field
and discourages students from enter-
ing it. To break this vicious circle, aca-
demia must produce more graduates
with relevant skills and industry must
adopt tools, techniques, and processes
to utilize those skills.

Dreams of Professionalism
“Computer science” is a horrible and
misleading term. CS is not primarily
about computers and it is not primar-
ily a science. Rather it is about uses of
computers and about ways of working
and thinking that involves computa-
tion (“algorithmic and quantitative
thinking”). It combines aspects of sci-
ence, math, and engineering, often
using computers. For almost all peo-
ple in CS, it is an applied field—*“pure
CS,” isolated from application, is typi-
cally sterile.

What distinguishes a CS person
building an application from a pro-
fessional in some other field (such as
medicine or physics) building one? The
answer must “be mastery of the core
of CS.” What should that “core” be? It
would contain much of the established
CS curriculum—algorithms, data struc-
tures, machine architecture, program-
ming (principled), some math (primari-
ly to teach proof-based and quantitative
reasoning), and systems (such as oper-
ating systems and databases). To inte-
grate that knowledge and to get an idea
of how to handle larger problems, every
student must complete several group
projects (you could call that basic soft-
ware engineering). It is essential that
there is a balance between the theo-
retical and the practical—CS is not just
principles and theorems, and it is not
just hacking code.

This core is obviously far more
“computer-oriented” than the com-
puting field as a whole. Therefore,
nobody should be called a computer
scientist without adding a specializa-
tion within CS (for example, graphics,
networking, software architecture, hu-
man-machine interactions, security).
However that’s still not enough. The
practice of computer science is inher-
ently applied and interdisciplinary, so
every CS professional should have the
equivalent to a minor in some other

field (for example, physics, medical
engineering, history, accountancy,
French literature).

Experienced educators will ob-
serve: “But this is impossible! Hardly
any students could master all that in
four years.” Those educators are right:
something has to give. My suggestion is
that the first degree qualifying to prac-
tice as a computers scientist should be
a master’'s—and a master’s designed
as a whole—not as a bachelor’s degree
with an appended final year or two.
People who plan to do research will as
usual aim for a Ph.D.

Many professors will object: “I
don’t have the time to program!”
However, I think that professors who
teach students who want to become
software professionals will have to
make time and their institutions
must find ways to reward them for
programming. The ultimate goal of
CS is to help produce better systems.
Would you trust someone who had
not seen a patient for years to teach
surgery? What would you think of a
piano teacher who never touched the
keyboard? A CS education must bring
a student beyond the necessary book
learning to a mastery of its applica-
tion in complete systems and an ap-
preciation of aesthetics in code.

Tuse theword “professional.” That’s
aword with many meanings and impli-
cations. In fields like medicine and en-
gineering, it implies licensing. Licens-
ing is a very tricky and emotional topic.
However, our civilization depends on
software. Is it reasonable that essen-
tially anyone can modify a critical body
of code based on personal taste and
corporate policies? If so, will it still be
reasonable in 50 years? Is it reasonable
that pieces of software on which mil-
lions of people depend come without
warranties? The real problem is that
professionalism enforced through
licensing depends on having a large
shared body of knowledge, tools, and
techniques. A licensed engineer can
certify that a building has been con-
structed using accepted techniques
and materials. In the absence of a wide-
ly accepted outline of CS competence
(as I suggested earlier), I don’t know
how to do that for a software applica-
tion. Today, I wouldn’t even know how
to select a group of people to design a
licensing test (or realistically a set of
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tests for various subspecialties, like the
medical boards).

What can industry do to close the
gap? It is much more difficult to char-
acterize “industry” and “industrial
needs” than to talk about academia.
After all, academia has a fairly stan-
dard structure and fairly standard ap-
proaches to achieving its goals. Indus-
try is far more diverse: large or small,
commercial or non-profit, sophisti-
cated or average in their approach to
system building, and so forth. Conse-
quently, I can’t even begin to prescribe
remedies. However, I have one obser-
vation that related directly to the aca-
demia/industry gap: Many organiza-
tions that rely critically on computing
have become dangerously low on tech-
nical skills:

Industrial manager: “The in-sourc-
ing of technical expertise is critical for
survival.”

No organization can remain suc-
cessful without an institutional mem-
ory and an infrastructure to recruit
and develop new talent. Increasing
collaboration with academics inter-
ested in software development might
be productive for both parties. Col-
laborative research and an emphasis
on lifelong learning that goes beyond
mere training courses could play ma-
jorroles in this.

Conclusion

We must do better. Until we do, our
infrastructure will continue to creak,
bloat, and soak up resources. Eventu-
ally, some part will break in some un-
predictable and disastrous way (think
of Internet routing, online banking,
electronic voting, and control of the
electric power grid). In particular, we
must shrink the academia/industry gap
by making changes on both sides. My
suggestion is to define a structure of CS
education based on a core plus special-
izations and application areas, aiming
eventually at licensing of software arti-
facts and atleast some of the CS profes-
sionals who produce them. This might
go hand-in-hand with an emphasis on
lifelong industry/academia involve-
ment for technical experts.
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