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ABSTRACT


		All kinds of human factors can deeply affect the results and efficiency of software risk management. This paper focuses on our ongoing work of studying human factors in security risk management. The human factors are identified and classified for the categories of individual, team, management and stakeholder, as well as for the activities of security risk identification, analysis and mitigation. Then some considerations and recommendations for mitigating these factors and risks are presented, and the generic framework of evolving them into the secure software architecture is also figured.
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		Reviewer:  Frank Pospiech
	

	
        There is an increasingly important aspect of contemporaneous software and system development: the factor of the human being, with particular respect to software security management. As the authors state in their conclusion, "factors of human ... should be tackled in software development and security risk management." 
Looking at technology is by far not enough. In this sense, this paper is very useful in asking some crucial questions. Basically, some typologies for human and organizational factors are given and then discussed in relation to software security risk factors. 
In Section 4.1, when discussing human factors in more detail for security risk management, the authors list some quite interesting views on how people look for security risks. They identify human perception as an important risk factor that merits consideration in the risk management process. 
As the authors also state in their conclusion, human factors should be considered more systematically from the early stages of software development, in order to achieve successful security risk management. In this sense, this paper is useful in drawing the reader's attention to the (sometimes missing) focus on security risk management planning and execution in all software life cycle stages (and not only from a purely technical perspective). 
Of course, a deeper investigation of these human factors, with practical solutions, technologies, and tools, would be very helpful.
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